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Abstract

Biometric systems for today’s high security applications must meet stringent
performance requirements. The fusion of multiple biometrics helps to
minimize the system error rates. Fusion methods include processing biometric
modalities sequentially until an acceptable match is obtained. More
sophisticated methods combine scores from separate classifiers for each
modality. This paper is an overview of multimodal biometrics, challenges in
the progress of multimodal biometrics, the main research areas and its
applications to develop the security system for high security areas.
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1. INTRODUCTION

Biometrics refers to the physiological or behavioral characteristics of a person to authenticate
his/her identity [1]. The increasing demand of enhanced security systems has led to an
unprecedented interest in biometric based person authentication system. Biometric systems
based on single source of information are called unimodal systems. Although some unimodal
systems [2] have got considerable improvement in reliability and accuracy, they often suffer
from enrollment problems due to non-universal biometrics traits, susceptibility to biometric
spoofing or insufficient accuracy caused by noisy data [3].

Hence, single biometric may not be able to achieve the desired performance requirement in
real world applications. One of the methods to overcome these problems is to make use of
multimodal biometric authentication systems, which combine information from multiple
modalities to arrive at a decision. Studies have demonstrated that multimodal biometric
systems can achieve better performance compared with unimodal systems.

This paper presents the review of multimodal biometrics. This includes applications,
challenges and areas of research in multimodal biometrics. The different fusion techniques of
multimodal biometrics have been discussed. The paper is organized as follows. Multi
algorithm and multi sample approach is discussed in Section 2 whereas need of multimodal
biometrics is illustrated in Section 3, the review of related work, different fusion techniques are
presented in Section 4. Applications, challenges and research areas are given in Section 5
and Section 6 respectively. Conclusions are presented in the last section of the paper.

2. MULTI ALGORITHM AND MULTI SAMPLE APPROACH

Multi algorithm approach employs a single biometric sample acquired from single sensor. Two
or more different algorithms process this acquired sample. The individual results are
combined to obtain an overall recognition result. This approach is attractive, both from an
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application and research point of view because of use of single sensor reducing data
acquisition cost. The 2002 Face Recognition Vendor Test has shown increased performance
in 2D face recognition by combining the results of different commercial recognition systems
[4]. Gokberk et al. [5] have combined multiple algorithms for 3D face recognition. Xu et al. [6]
have also combined different algorithmic approaches for 3D face recognition.

Multi sample or multi instance algorithms use multiple samples of the same biometric. The
same algorithm processes each of the samples and the individual results are fused to obtain
an overall recognition result. In comparison to the multi algorithm approach, multi sample has
advantage that using multiple samples may overcome poor performance due to one sample
that has unfortunate properties. Acquiring multiple samples requires either multiple copies of
the sensor or the user availability for a longer period of time. Compared to multi algorithm,
multi sample seems to require either higher expense for sensors, greater cooperation from
the user, or a combination of both. For example, Chang et al. [7] used a multi-sample
approach with 2D face images as a baseline against which to compare the performance of
multi-sample 2D + 3D face.

3. NEED OF MULTIMODAL BIOMETRICS

Most of the biometric systems deployed in real world applications are unimodal which rely on
the evidence of single source of information for authentication (e.g. fingerprint, face, voice
etc.). These systems are vulnerable to variety of problems such as noisy data, intra-class
variations, inter-class similarities, non-universality and spoofing. It leads to considerably high
false acceptance rate (FAR) and false rejection rate (FRR), limited discrimination capability,
upper bound in performance and lack of permanence [8]. Some of the limitations imposed by
unimodal biometric systems can be overcome by including multiple sources of information for
establishing identity. These systems allow the integration of two or more types of biometric
systems known as multimodal biometric systems. These systems are more reliable due to the
presence of multiple, independent biometrics [9]. These systems are able to meet the
stringent performance requirements imposed by various applications. They address the
problem of non-universality, since multiple traits ensure sufficient population coverage. They
also deter spoofing since it would be difficult for an impostor to spoof multiple biometric traits
of a genuine user simultaneously. Furthermore, they can facilitate a challenge — response
type of mechanism by requesting the user to present a random subset of biometric traits
thereby ensuring that a ‘live’ user is indeed present at the point of data acquisition.

4. MULTIMODAL BIOMETRICS

The term “multimodal” is used to combine two or more different biometric sources of a person
(like face and fingerprint) sensed by different sensors. Two different properties (like infrared
and reflected light of the same biometric source, 3D shape and reflected light of the same
source sensed by the same sensor) of the same biometric can also be combined. In
orthogonal multimodal biometrics, different biometrics (like face and fingerprint) are involved
with little or no interaction between the individual biometric whereas independent multimodal
biometrics processes individual biometric independently. Orthogonal biometrics are
processed independently by necessity but when the biometric source is the same and
different properties are sensed, then the processing may be independent, but there is at least
the potential for gains in performance through collaborative processing. In collaborative
multimodal biometrics the processing of one biometric is influenced by the result of another
biometric.

A generic biometric system has sensor module to capture the trait, feature extraction module
to process the data to extract a feature set that yields compact representation of the trait,
classifier module to compare the extracted feature set with reference database to generate
matching scores and decision module to determine an identity or validate a claimed identity.
In multimodal biometric system information reconciliation can occur at the data or feature
level, at the match score level generated by multiple classifiers pertaining to different
modalities and at the decision level.
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Biometric systems that integrate information at an early stage of processing are believed to
be more effective than those which perform integration at a later stage. Since the feature set
contains more information about the input biometric data than the matching score or the
output decision of a matcher, fusion at the feature level is expected to provide better
recognition results. However, fusion at this level is difficult to achieve in practice because the
feature sets of the various modalities may not be compatible and most of the commercial
biometric systems do not provide access to the feature sets which they use. Fusion at the
decision level is considered to be rigid due to the availability of limited information. Thus,
fusion at the match score level is usually preferred, as it is relatively easy to access and
combine the scores presented by the different modalities [1].

Rukhin and Malioutov [10] proposed fusion based on a minimum distance method for
combining rankings from several biometric algorithms. Fusion methods were compared by
Kittler et al. [11], Verlinde et al. [12] and Fierrez-Aguilar et al. [13]. Kittler found that the sum
rule outperformed many other methods, while Fierrez-Aguilar et al. [13, 14] and Gutschoven
and Verlinde [15] designed learning based strategies using support vector machines.
Researchers have also investigated the use of quality metrics to further improve the
performance [16, 14, 17-21].

Many of these techniques require the scores for different modalities (or classifiers) to be
normalized before being fused and develop weights for combining normalized scores.
Normalization and quality weighting schemes involve assumptions that limit the applicability of
the technique. In [22], Bayesian belief network (BBN) based architecture for biometric fusion
applications is proposed. Bayesian networks provide united probabilistic framework for
optimal information fusion. Although Bayesian methods have been used in biometrics [16,
23-25], the power and flexibility of the BBN has not been fully exploited.

Brunelli et al. [26] used the face and voice traits of an individual for identification. A Hyper BF
network is used to combine the normalized scores of five different classifiers operating on the
voice and face feature sets. Bigun et al. [16] developed a statistical framework based on
Bayesian statistics to integrate the speech (text dependent) and face data of a user [27]. The
estimated biases of each classifier are taken into account during the fusion process. Hong
and Jain associate different confidence measures with the individual matchers when
integrating the face and fingerprint traits of a user [28]. They also suggest an indexing
mechanism wherein face information is used to retrieve a set of possible identities and the
fingerprint information is then used to select a single identity. A commercial product called
BiolD [29] uses the voice, lip motion and face features of a user to verify the identity. Aloysius
George used Linear Discriminant analysis (LDA) for face recognition and Directional filter
bank (DFB) for fingerprint matching. Based on experimental results, the proposed system
reduces FAR down to 0.0000121%, which overcomes the limitation of single biometric system
and proves stable personal verification in real-time [30].

5. APPLICATIONS

The defense and intelligence communities require automated methods capable of rapidly
determining an individual’s true identity as well as any previously used identities and past
activities, over a geospatial continuum from set of acquired data. A homeland security and
law enforcement community require technologies to secure the borders and to identify
criminals in the civilian law enforcement environment. Key applications include border
management, interface for criminal and civil applications, and first responder verification.

Enterprise solutions require the oversight of people, processes and technologies. Network
infrastructure has become essential to functions of business, government, and web based
business models. Consequently securing access to these systems and ensuring one’s
identity is essential. Personal information and Business transactions require fraud prevent
solutions that increase security and are cost effective and user friendly. Key application areas
include customer verification at physical point of sale, online customer verification etc.

6. CHALLENGES AND RESEARCH AREAS
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Based on applications and facts presented in the previous sections, followings are the
challenges in designing the multi modal systems. Successful pursuit of these biometric
challenges will generate significant advances to improve safety and security in future
missions. The sensors used for acquiring the data should show consistency in performance
under variety of operational environment. Fundamental understanding of biometric
technologies, operational requirements and privacy principles to enable beneficial public
debate on where and how biometrics systems should be used, embed privacy functionality
into every layer of architecture, protective solutions that meet operational needs, enhance
public confidence in biometric technology and safeguard personal information.

Designing biometric sensors, which automatically recognize the operating environment
(outdoor / indoor / lighting etc) and communicate with other system components to
automatically adjust settings to deliver optimal data, is also the challenging area. The sensor
should be fast in collecting quality images from a distance and should have low cost with no
failures to enroll [IUBB5].

The multimodal biometric systems can be improved by enhancing matching algorithms,
integration of multiple sensors, analysis of the scalability of biometric systems, followed by
research on scalability improvements and quality measures to assist decision making in
matching process. Open standards for biometric data interchange formats, file formats,
applications interfaces, implementation agreements, testing methodology, adoption of
standards based solutions, guidelines for auditing biometric systems and records and
framework for integration of privacy principles are the possible research areas in the field.

7. CONCLUSIONS

This paper presented the various issues related to multimodal biometric systems. By
combining multiple sources of information, the improvement in the performance of biometric
system is attained. Various fusion levels and scenarios of multimodal systems are discussed.
Fusion at the match score level is the most popular due to the ease in accessing and
consolidating matching scores. Performance gain is pronounced when uncorrelated traits are
used in a multimodal system. The challenges faced by multimodal biometric system and
possible research areas are also discussed in the paper.
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